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Second Semester B.E./B.Tech. P"gr:"^iffilb;untary Examination,
June/July 2024

lntroduction to Gyffi Security
Time: 3 hrs. Max. Marks: 100,:r,ii.i.*, 
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Note: 1. Answer any FIVE full questions,:pSa"offin9 ONE full questiafiffi!)In each module.
2. M : Marks. L: Bloom's level. C. ffirse outcomes.
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2. M : Marks , L: Bloom's level, S-: CMrse outcomes.
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o.1 a. Define the Cvber Crime? Explai&ffid are criminals. i,+rid 10 L2 col
b. Explain the classification oftfur Crime. List all the crimes under each

category. ;Il5l,i 
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10 L2 co1

OR
Q.2 a. Write short note on&,-i,+;.
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10 L2 co1

b. Write noiHon "Indian legal perspBe}'fre on Cyber Crim-q&,ffF.# @.ru
10 L1 col

*r*- Module-2 F,*,=,:''tt-

Q.3 a. Explain the difference;i$etureen Passive 4nd. Active
examples. '""'"."ti 

,'1.,*.
attacks. Piovide 10 L2 co2

b. What is Social enginedring? Explain Hu'i,nd based and Computer based
social engineering ,

10 L1 co2

Ch'lj
o.4 a, Explain Real-life incident of Cvb'Mtalkine. 10 L2 c02

b. Illustrato-py6er Cafe and Cypffi iines.
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10 L2 c02

Module - 3+,{w#e"

o.5 a. &€fucan keylogeers hfi-wetl to commit a &f"crime? 10 L2 c03
b.r ffite a note on: u _" ]* &*qd (1) Proxy Sfa'fbrs and Anonynpets

(i, TrojaAg.i?urd Back door-#ry
.:l

10 L2 c03

"EhP ,, OR
o.6 a. What are the different way$-frSPassword cracking? 10 LI c03

b. Explain the traditional of attacks on wireless networks. l0 L2 c03

Module - 4

o.1 a, What is Phishine?S#,&at are the different methods of Phishine attack? 10 LI co4
b. List and explaiduffiy-'6-types of Phishing scams. 10 L2 c04
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OR
Q.8 a. Identi& different twes of ldentity theft and explain wffi-e;hmble. r0 L2 c()4

b. What is Geotagging? Explain the risks and -qr$hff$r associated with
seotaegine. &&*

l0 L2 co4

Module-5 ffi
o.e a. What is the need for Computer Forensics? Exphffi l0 L2 cos

b. Write note on:
(t) Computer Forensics
(iil Network Forensics
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l0 L1 cos

ffi'
o.10 a. Explain the euidelines to be follffiWuring the digital eviddnpp'*r' 10 L2 cos

b. Define 'Chain of Custody' ail#Sffffiin it with proper exampls$. 10 L2 co5
.{*" #ln w6]%,- ***** qwwdm

^W ff ,"* *"&&* @""%*P .q*.

-}"& \*&o &kdflq$" ,q6w

"*_ *pry ffiv
,&\" q/

-;'*{M# dprh4
-t fig6" \" W ffi& fee"_
.r ,* \ . dqh 1#''.,i!+qi. &*ry* ,.#+"

'sj' * -d=
,* ',tBh ""'#i(, * -t'SS.. Y'\ d \r'}"

@. fl,"rr&
fl"ffil/ v voW,,r*T l*". &+BE *"'.,$&M d"

@ /"%'* ; \
& - "'#s&@ tu**# ffiw

'd-";\ *%*- "dW&$- &r d**" W 4,'

fu" dfiMm*$eb

ss,rs\ ffiWk Zof 2 #+
'"'';\ 6 Sm,i.,i d%. w "#%""{{\d ffiY .#i',rri,r l$l$r" .^ a;.

.,....,,..., r. ,*. W ****.\,,'lllrseg!.si &*#B ,ffi;tr
'-u%*ti;

1.,,,,, 
*",, '- f.*,,

n{4*# .d$ry{#rye
t dwb /* '\

*'W - Y
ffi{n{k_ */

w
d,

w&
&ffi"

"{:

.w*fne
f m"'.
W4r's-

i!!
!.

.+:1i.:i+i*

:i#"rr
i!

*"j.+'*:l(i:;i


